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IHTEPAKTVIBHUW AAVNAXKECT #2

TOM-5 KIBEP3AIPO3 Nig YAC KAPAHTUHY

KnauHiTb
Ha O4VIH 3 BIpYycIB

Ta OTPMaunTe aeTanbHy iHpopmaLiro
Npo HanakTyanbHili Kibep3arposun
Ta BUAW LLAXPanNCTBa OCTAaHHLOIO
TVKHA KapaHTUHY.



https://www.ema.com.ua/

IHTEPAKTVIBHUW AAVNAXKECT #2

TOM-5 KIBEP3AIPO3 Nig YAC KAPAHTUHY

«fl 3HaK0 TBIN MaNleHbKUN
6pyaHUN ceKpeT»

Sextortion — Le OHMaH-BUMaraHHs, Koau waxpai
PO6NATE MACoBY PO3CU/IKY e1eKTPOHHOK MOLUTOH),
nepeKkoHy4 OTPUMYBAUIB JIUCTIB, WO B IXHbOMY
PO3MNopPALKEHHI € Biie0-KOMNPOMAaT Ha OTpYMYyBaya.
LLlo6 3anunc HikyAn He noTpanue, NOTPIOHO
3ann1aTuTX BUKYN y 6iTKOIHaxX. Hacnpasai X, sK
BOAUTLCH, HEMAE aHi 3/10My, Hi... @ AETAJIbHILLE




0 5 «fl 3Ha0 TBIiN MaJIeHbKUA
6pyaHVA cekpeT»

Subject: [YOUR NAME] : [YOUR PASSWORD]

| know every durty littie secret abour your Iife. To prove my poonr, tell
m, does [REDACTED]] ring any bell 1o you? it was one of you passwords.

What do | know about you?

Ter start with, | know all of your passwords, | am aware of your
whereabours, what you ear, with whom you talk, every lirtle thing you do
in o day.

What am | capable of dongg?

111 wani, | could even infect your whole Tamily with the CoronaVirus,
reveal all of your secrets. There are countless Things | can do.

What should you do™

You need 1o pay me S4000, You'll make the payment via Bitcoln 1o the
od arddress. If you don know how to do This. search “how 1o

@, 50 copy and paste it)

You have 24 he o make the payment. | have a unique pocel withm this
email message, and nght now, | know that you have read this email

It 1 do not get the payment

1wl infect every member of your lamily with 1he CoronaVinus. No matter
Reve me, if | want to affect, | can. | will also go
r secrets. | will completely ruin your e

Nonetheless, f | do ger paid, | will erose every Intle informarion |

have about you immediately. You will never hear from me again. Itis a
non-negotkabie offer, 5o don'l waste my time ond yours by replying to this
emall

nabed security

Sextortion — Le OHIaNH-BUMaraHHs, Konu waxpai
POBAATL MacoBY PO3CUIKY eIeKTPOHHOKO MOLLTOHR,
nepekoHyruM oTp1MyBaYiB INCTIB, LLO B IXHbOMY
PO3MNopsLKeHHI € Biieo-KOMNPoOMaT Ha OTpYMYyBaya.
LLLo6 3anmnc HiKyAn He noTpanue, MOTPIOHO
3ani1aTuTK BUKYN y BiTKoIHax. Hacnpasai X, Ak
BOAUTBLCH, HEMAE aHi 3/10My, Hi 3anucy.

Tenep waxpai 3MIHUAY NOrpo3sy | 3aN5KyTb TUM,
LLLO IHIKYHOTb KOPOHaBIPYCOM CiM't0 XXepTBU, B pasi
BiAMOBW CNAaTUTK BUKYN. Ana npaBAonoAioHOCTI

B TEKCTI IMCTa BKA3YETbCA Mapo/ib XepTBY Bij enek-
TPOHHOI NoLWTW. MoKK NOAIBHI PILLMHIOBI INCTU
HaACUNATBCA aHMNINCbKOK MOBOD, YKPAIHCbKI
rpoMagsaHi He nocniwakoTb NOMNOBHKOBATU
BiTKOIH-raMaHeLub BMMaraya, ane, ko Nikita
HanumLle INCTa CBOEK PIAHOK MOBOHO abo AacCTb

B JINCTI MOCWUIaHHS Ha OHJIaNH-Mepeksiajay,
rpoLLOBa CyMaHa Moro paxyHKy MoXe CyTTEBO
360INbLUINTUCH.

BAXXJ/INBO:
= Y XXOAHOMY pa3 He naaTiTb!

= [lepeBipTe CBOI aapecy Yepes 6asy BiJOMUX
3/1aMaHKUX eNnekKTPOHHUX CKPUHBLOK Ta NaponiB
www.haveibeenpwned.com. AKLLO BaLla cepes
HNX — 3MIiHITb NAPOAI 4O MOLUTU Ta IHLLUNX BaX1U-
BUX CEPBICiB, AKLLO NMapo/b Y H1UX 6yB 04HaKOBUW.



http://www.haveibeenpwned.com
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0 KopoHaBipyc
€/1IeKTPOHHOIO MOLLITO

HelloAaBHO Kibep3/104MHLL OpraHisyBanmu
diLLIVHroBY PO3CUJIKY BiZ iMeHi LleHTpa rpomMajch-
Koro 340poB'a MO3 YkpaiHu 3 «OCTaHHIMW JOCTO-
BIPHUMW AAaHUMW MPO KOPOHaBIpYyC» 3 NpUKpinae-
HUM JOKYMEHTOM, LLIO MICTVB 310Bpes, KNI,
3aBaHTaXyrUCb Ha MNPUCTPIN, HajaBaB 3/I0BMUC-
HUKaM BiaganeHnin 4ocTyn 40 H@ ANETAJIbHILUE




0

KopoHaBipyc
€/1IeKTPOHHOIO MOLLITO

! ReEn =Cans, =L R

L=t v X

LEHTP FPOMAJICHKOIO Y World Health
JA0POB'A MO3 YKPAIHK ‘ : Org 1n|zﬂt IOﬂ

3 MeTOO lel’l(l’l"!lF.lllll)I III,’[&‘KI"R;IHIIH AOKYMOCHTA amicT HF)IINI‘III.IIID.
Harnckawoun kHonky Biorodntan makpoo, sn niarsepakyere wo
ROAOAIETE NORHOEA K CHHAMM, HeoBxiamummn 110 ozHaliomacHHA,

HeloAaBHO Kibep3/104MHLL opraHizyBaamn QillvH-
roBY PO3CU/IKY Bij iMeHi LleHTpa rpoMajCcbkoro
340poB'a MO3 YkpaiHu 3 «0CTaHHIMW 4OCTOBIPH/MU
LAaHVMIW MPO KOPOHaBIpYC» 3 NPUKPINJeHM
LOKYMEHTOM, LLO MICTUB 3/10Bpes, AKWNIA, 3aBaH-
TaXyHUlCb Ha NPUCTPIN, HagaBaB 310BMUCHIKaM
Big4aneHnn 4oCTyn A0 HbOrO.

BAXK/INBO:

= ByTV NWABHUMM Ta Hi B AKOMY pasi He po3c/1ab-
NATNCA, AYMaruK, LLO CaWT 3 OH/IAaNH-Maror
nowunpeHHsa COVID-19 abo nocunaHHs Ha canT
NS MpoBeZleHHs TefleKOHdepeHLii € CTOBIA-
COTKOBO b6e3neyHnmu.

= [TPUNUHUTU PO3CUIATY OCOBNCTO He NepeBipeH;
$aKTN Bif «<3HANOMUX» Ta «APY3iB». IHaKLLe,
3aMiCTb TOrO, LLLO6 CTaT BeTMEeHOM, LLIO PATYE
KpaiHy Bi4 KOpPOHaBipycy, B NepeTBopuTeCh
Ha CNiJIbHMKa Kibep310UNHLB, KNI 36iN1bLUYE
UMCNO TXHIX XepTB.

= BCTaHOBITb Ha CBIl geBalC HaAIMHNI aHTUBIPYC.

= YBa)XHO CTaBTeCs A0 JINCTIB 3 HEBIJOMUX aapec
3 NiJO3piNMK BKNAAEHHSAMK Ta MOCUTAHHAMMU.

= FKLLO Mig Yac BiAKpUTTS daiiny, NpukpinieHe 4o
JINCTAQ, Y BacC 3aNUTYETbLCS 403Bi/1 HA BUKOHAHHS
KOHTeHTY «Enable Content», - ocobamBo NunbHywmTe!
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03 «lepemMo>eMo KOpOoHaBipyc
pa3oM!» - ONUTYBaHHSA Bif LLeNXiB

LLIaxpal NpOnoHYTL NepeMortT KOPoHaBsipyc,
NPOMLLOBLLUN ONUTYBaHHS BiJ apabCcbkoi dpapMa-
LLeBTUYHOI KOMMaHIl, Aka «yAapH/MKX TeMnamMmu
BeZle po3pobky BakUMHW Big SARS-CoV-2».

Bce, WO NOTPIOGHO, Lie 3apeecTpyBaTUCA Ha CalTi,
BIAMOBICTU Ha AeKi/IbKa NTaHb Ta OTPUMaTK
B/HaropoAy y po3mipi 2000 Aon...@ AETAJIbHILLE




03

«lepemo>kemo KopoHaBipyc X
pa3om!» - ONUTYBAHHA Bi LLeiixiB

Tugasil Jatd I - Sagans sgutd Juts hussale ctlnsd 2) 18 g ca ke bl piolos
4
cllasbw
a>

MeHs soByT

MycTtacha 3akpm
- W a rapanTUpyio BCEM
> BbINnarb

3opaecteydtelMens soayT Mycraq:m 3awpw.Al enageney

DapmausaTiseckod Komnanw "Afferent Pharmaceuticals”

> ] {OyBan, OEben HEH! MaAp LT 3MHp artel)
n OApHEEMU TEMNAMA BEAET paapaBoTey
BAKLMHBL OT SARS-C oV-2(Koponasupyc 2020)

LLIaxpal NponoHyTb NepeMorTi KOpoHaBipyc,
NPOMLLOBLUM ONUTYBaHHS Bij apabCcbkoi dpapMa-
LEeBTUYHOI KOMMaHii, fika «yJapHUMM TeMMNamMu
BeZle po3pobky BakUMHW Big SARS-CoV-2».

Bce, WO NOTPIOGHO, Lie 3apeecTpyBaTUCA Ha CalTi,
BIAMOBICTU Ha AeKi/IbKa NMTaHb Ta OTPUMaTK
B/Haropoay y po3mipi 2000 gonapis CLLA.

3BIAKN rpoLUi Ha ONUTYBaHHA? — BCe NPOCTOo!
CnoHcopamMm BUCTYMarTb HanbaraTiwi nrnam Cxoay.

[licna Toro, Ak BM BI4MNOBICTe Ha AeKi/ibka NPOCTUX
NUTaHb, HAKLWTaNT «4uM € y Bac TeMnepaTtypa,
Kawesb abo iHLWi CUMNTOMU?», BaM MOBIAOMNATD,
Lo 2000 gonapiB — Balui, ane, BaM NOTPIOHO
CMAATUTU MOAATOK Ha OTPVMAHHS KOLUTIB Y PO3MIpI
5 ponapis. He uekainTe Ha xeni-eHA! Bv BTpatute
He TiIbkn 5 Aonapi., asne 1 yci rpoLui 3 BaLloro

PaxyHKy.
BAXXJ/INBO:

= [lepes TUM K 6paT y4acTb B ONMUTYBaHHI,
NOTPIOHO NMepeBipUTK BCHO iIHPOPMaLLito LLOAO
HbOro: Ha3BY KOMMaHil Ta ONUTYBaHHSA, aapecy
CanTy, BIATYKW B IHTepHEeT ToLLO.

= 3anam’aTaTi pas i HazaBXAW: o4ep>XXyBay
BUIPaLLy 0COBUCTO He Criayye noaaTkie, —
BOHW YTPUMYHOTHCSA 3 CyMU BUHAropoau
LLIIAXOM 11 3MeHLLeHHSA Ha cymMy MoAaTKiB.
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0 TpeHAoBi ToBapu 3 $eKOBOIO
«OLX-[locTaBKOIO»

Ha gowui oronoweHb OLX waxpait BUCTaBASIE

Ha NMpoAaxk TPeHA0BU TOBap 3a HU3bKOK) LIIHOHO.
AKLLO MoKyreLb «K/IHHYB», LLiaxpan nepeBoAnTb
CNiNIKyBaHHA B MeceHAxKep. [lani BiH caM NpOnoHye
OLX-aocTaBky, HIBUTO BCe YecHO | 6e3neyHo, i CKaae
nocunaHHA Ha Tl opopMieHHs. Asle npobnema

y TOMY, LLIO Lie NoCUIaHHA Beje... @ ANETAJIbHILUE




0 TpeHAoBi ToBapu 3 $eKOBOIO
«OLX-AlocTaBKOIO»

& olx.ua.obyavienie.wsfobyavienie/prodam-metalloiskatel-minelab-x-terra-705-kuplen-v-polshe-IDHvSht. htm

Mpogam meTannouckatens Minelab x-terra 705 wynnew 8
Monsue

Crepy, Murosnperas clnscrs, Onpyecmmd padon [ Crrtmssases ¢ sotunom o 1624, 59
LaagTa 2030, Mlesep tban e $4301780°

Ha goluui oronoweHb OLX Wwaxpai BUCTaBASIE

Ha NPOoAax TPeHAOBWI TOBap 3a HU3bKOK LIIHOH.
AKLLO MoKyreLb «KAHHYB», LUaxpan nepeBoAnTb
CMiIKyBaHHA B MeceHAxkep. [lani BiH caM NMpornoHye
OLX-aocTaBky, HIBUTO BCe YecHO | 6e3neyYHo, i ckuaae
nocunaHHA Ha Tl opopMieHHSA. Anle Nnpobnema

y TOMY, LLIO Lie NOCUNaHHSA Bee Ha QilLHIoBUI
CalT, AKUI TiNbKW 30BHI BUrnagae ak camt OLX.
CKOpUCTaBLLNCh LM MOCUNAHHAM, NOKYMNeLb
3IICHIOE OM/1aTy NPSAMICIHBKO Ha KapTy LWaxpasi.

Y cxewmi, aka npautoe 3 2019 poky, He 3MIHUIOCSA
HIYOro, OKPIiM «HaXMBKW» — TPEHA0BUX TOBAapIB,
LLLO BUCTaBNAKTLCA LLaXpasgMy Ha Npoaax.

AKLLO paHiwe ue 6ynm ToBapy KoMmnaHil Apple,

TO Y Cy4aCHUX peaniax TpeHA0BUMY CTa/I 3aXUCHI
MacCKW, aHTUCENTUKN I MeTanoLuykadi. Yomy
MeTasioLlyKaudi? — TOMY L0 ropOoAAHN KUHYNCSA

3 MICT Yy CBOI 3aMiCbKi bBYyANHKW, rpnbiB LLe HeMaE, —
LLIYKAKTb CKapbwu.

BAXK/INBO:
= He nepexoanTu ANS CRiNKyBaHHS B MeceHaxepu!

= LllaxpaiB 6arato, a OLX-canT oanH — OLX.UA
(MobinbHa Bepcis — m.olx.ua).

= Bci yroam 3 «<OLX [locTtaBka» — pobiTb Ti/IbKUK
B ocobucTtomy KabiHeTi Ha OLX.UA.
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0 SMS neHcioHepaMm
npo «BOBUHY TUCAYY»

BXe uepes TvXXAeHb Nic/a 3ad9BU 3e1eHCbKOro

Npo ManmbyTHro gonnaTty neHcioHepam 1000 rpuBes,
LLaxpal noYann po3cnnky SMS-nosigomaeHb

BiJ HiI6UTO HauioHanbHoro baHky YkpaiHu.
[pOMaAsHUH, AKNIA OTprMaB SMS-NoBiAoMNeHHS
LLLIOA0 HapaxyBaHHA NOMY rpoLLen, afe He OTPYIMaB
CaMuX rpoLuei, TenepoHye 3a A... @ AETAJIbHILUE




0 SMS neHcioHepaMm
npo «BoBMHY TCAYY»

4 N HauioHansHui Bauk Ykpaitm
< 9 26 Gepeans 0 20115 - @
\O‘) s’ Ona waxpas — Hi oA, Hi Houi: 0BAYpioE, Konu 3axode !

+380 (91} 952 82 94 > ¥ Ha ®anb, HaBITh ¥ 4aC KaPaHTHHY Waxpai He NPMNWHAITE ceol
: anofifceki cnpobu owykaTk yKpaiHuies,

8 Bonw nagcunaioTs rpomagatamM CMC-nosigomnenns sig imeri
SMS/MMS HauiosansHoro GaHky npo HIGWTO HAapaxoBaHY «COLanbHY DONOMOry».
ABo npo midiyui pozirpawi KOWTORHKUX NPUIIR Ta noTepei «nig, erigow

CeroaHs 13:53 HBY».... Mokasatu Binowe..

NatSionalnyy Bank Ukrainy: {0 Eisivs | CMC Bip waxpaie: 6yabTe 06epemHi
Vam bulo narakhovano
odnorazovu dopomohu u
cherezvychayoy sytuatsiyi v
rozmiri 1000.00 UAH
Dovidka
+38066-714-63-40
+38050-063-43-61

HauloHansHui GaHk He HapaxoBye Ta He BUNAAYYE CouiantHy QonoMory

BXxe uepes TXKAeHb Nic/g 3aA9BU 3e1eHCbKOro

Npo MambyTHo gonsaty neHcioHepam 1000 rpuBes,
LLaxpal noYanu poscnnky SMS-nosigomaeHb

BiJ HiI6VTO HauioHanbHoro baHky YkpaiHu.

[pOMaAsHUH, KA oTpUMaB SMS-MoBiAOMAEHHS
LLIOZI0 HapaxyBaHHA IOMY rpoLLen, ane He OTprMaB
camMux rpowuen, TefiepoHye 3a A0BIAKOBUMUA
TenepoHamy, Lo BKa3aHi B SMS-noBiA0OMNEHHI,
Laxpal BUNUTYHTb Y HBOro 0COBUCTI AaHi

Ta PeKkBI3NTM KapTy, LWO6 HIBNTO NepeBipnTy,

YoMy CcTanaca NoMuaKa i BiH A0Ci He oTpUMaB
HapaxoBaHOI TUCAYI FpVIBEHb.

BAXXJ/INBO:

= [MoAibHI SMS — Le WwaxpancTeo. HauioHanbHWIA
BaHK He HapaxoBYE i He BUMIAYYE coLianbHy
Jlornomory.

= Y pasi oTpuMaHHA nogioHnx SMS Ta HeobXigHOCTI
OTPVIMAHHS KOHCY/IbTalil NOTPi6HO nepeTene-
dOHyBaTV 382 HOMEpPOM, BKazaHVM Ha OQiLinHOMY
canTi abo Ha 3BOpOTi 6baHKIBCbKOT KapTKW
(Ko SMS — BiA 6aHKy), @ He 3a HOMepoM,
BKasaHunm y SMS.

= HiKOMY, HIKONN, 3@ XXOAHWX YMOB He MOoBIAOMNATHA
TenepoHOM TPU3HAUHUI KOZ 3i 3BOPOTY HAHKIBCHKOI
KapTku Ta SMS-naponi, oTpuMaHi Big 6aHKiB
Ta MOBINbHUX onepaTopi..




IHTepakKTUBHUIN AalAAXeCT #2
KOPOHALLAXPAUCTBO.
TOI-5 Ki6ep3arpos nig Yac KapaHTUHY

laes i TekcrT:
Paica ®eaopoBCbKa,
KepiBHUK EMA Academy
+380 (50) 390-10-26, fera@ema.com.ua

IHpopMaLis:
YKpaiHcbKa MmikbaHKiBcka Acouiauis
Y/1eHiB N1IaTDKHUX cucrtem EMA

3o06paxeHHs Bipyca:
CDC on Unsplash

An3aniH:
Papacarlo Works
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